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This paper addresses
how Just-In-Time Device 

Registration (JITR), 
increases operational 

efficiency for devices to 
connect to the cloud 

seamlessly.



1  Introduction

The Internet of Things (IoT) connects a diverse range of 
devices to the cloud or back-end infrastructure, which in 
turn, allows devices to be connected to other devices, 
applications or services. The widespread availability of 
IoT devices and various cloud platforms for users and 
businesses presents challenges such as security, device 
onboarding and its maintenance, adding to even more 
complexity when enterprises need to scale IoT 
deployments.

In collaboration with Amazon Web Services (AWS), this 
paper addresses how seamless device onboarding – 
Just-In-Time Device Registration (JITR), increases 
operational efficiency for devices to be connected to the 
cloud seamlessly. Singtel, as an IoT solutions provider, 
securely automates this process by storing AWS digital 
certificates into the SIM over-the-air (OTA), offering 
greater convenience when using IoT devices.

With this simplified set up process, users no longer need 
to tinker with obscure settings to configure their IoT 
devices but simply insert the authenticated SIMs, and IoT 
devices are automatically registered to AWS IoT Core, 
ready to be operated. This not only reduces the time 
taken and minimises the number of manual steps taken 
for devices to connect to AWS IoT Core, but also reduces 
downtime and offers operational cost savings as it 
eliminates the need for engineers to be onsite to replace 
the derived certificate. This allows enterprises to focus on 
building innovative solutions without worrying about 
tedious administrative tasks.

This paper also offers guidance on how 
telecommunications providers can streamline and 
value-add to the process of authorising and registering a 
new device on the fly, and presents ways in which the 
ecosystem of data exchange between the devices and 
services/applications can enable IoT solution providers 
and carriers to develop mutually beneficial use cases. 
More importantly, this paper will demonstrate that the 
proliferation of this plug-and-play experience will 
facilitate the adoption of IoT amongst enterprises and 
accelerate the growth of the IoT ecosystem.

Please note that the term ‘trusted IoT device’ is used in 
this context literally and does not bear any reference to 
any specifications or explicit terminology in PKI. The 
use of the term ‘trust anchor’ in the following text is from 
PKI terminology. It is expected that  the reader of the 
document must be familiar with the details of how the 
digital certificates work, X.509 certificate fields, the role 
of the certification authority and PKI concepts.

This paper adheres to the GSMA IoT Security Guidelines 
and IoT Security Assessment by taking into consideration 
best practices for the secure design, development and 
deployments of IoT services and its security measures. 
Singtel, as a member of the GSMA APAC IoT Partnership 
Programme, aims to accelerate the delivery of new 
connected devices and services on a regional and global 
scale. This includes the development of new initiatives 
and the sharing of best practice from across the region 
to enhance industry collaboration, supporting the growth 
of the IoT.  Singtel supports the GSMA IoT Security 
initiative and promotes these industry guidelines. 
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2  AWS IoT

2.1 A quick background
AWS provides cloud services across many of its 
data-centres on a usage-based pricing model. AWS IoT 
comprises a suite of services to build the IoT services stack 
in the cloud. AWS IoT Core is a managed cloud platform 
that enables devices to connect easily and securely 
interact with cloud applications and other devices. AWS 
IoT Core enables bi-directional communication between 
IoT devices and the AWS Cloud. AWS IoT Core supports 
MQTT, a lightweight communication protocol specifically 
designed to tolerate intermittent connections, minimise 
the code footprint on devices, and reduce network 
bandwidth requirements. It acts as a hub to dispatch 
messages to interested services which can subscribe to 
certain messages based on the topic.

2.2 AWS IoT Architecture

Why MQTT?
MQTT is a message-based lightweight Machine-to-
Machine protocol and is now synonymous with the IoT 
ecosystem. AWS IoT Core hosts a managed MQTT broker 
and services only on AWS Cloud. It can subscribe to 
messages from various topics. AWS IoT Core restricts 
access to this MQTT broker to registered devices only. 

AWS IoT Services
Other important AWS IoT components are:
• Rules engine
• Device shadow
• Registry

Security
AWS infrastructure adheres to the shared security 
responsibility model as described below. 

Shared Security Responsibility Model of AWS
AWS responsibility refers to the “Security of the Cloud”. 
It means that AWS is responsible for protecting the 
infrastructure that includes the cloud hardware and 
software, as well as the network which runs all of the 
services offered by AWS.

Customer responsibility refers to the “Security in the 
Cloud”, determined by the AWS Cloud services that a 

customer selects. The customer is expected to perform 
certain configuration work as part of their security 
responsibilities. For example, if a customer deploys an 
Amazon EC2 instance, they are responsible for 
management of the guest operating system (including 
updates and security patches), for an IoT device, the 
security of how the certificates are set up and used is the 
customer’s responsibility.  This model is called the Shared 
Security Responsibility Model.

Transport Layer Security
Transport Layer Security (TLS) is an IETF standard for a 
secure protocol over a network. This protocol protects the 
integrity and confidentiality of messages that are 
exchanged between two systems during a TLS session by 
using cryptography. In order to establish a TLS session, 
the two systems need to complete a “handshake” (the 
TLS Handshake Protocol). During the handshake, both 
peers authenticate using their respective certificates which 
contain their respective public keys. A qualifying 
prerequisite for mutual authentication is for each device to 
have a legitimately obtained X.509 public key certificate 
typically issued by a trusted Certification Authority (CA).

Also, each system must have the respective trusted CA 
certificates pre-configured, with a signed peer’s 
certificate, in order to validate the presented certificate by 
the peer during the handshake. Such a CA Certificate is 
called the trust anchor. We shall use this concept of the 
trust anchor to explain its relevance in the JITR with AWS 
IoT Core. Any system or device with a X.509 certificate 
which is derived from such a CA Certificate can be 
validated and trusted and is the fundamental principal 
used for authorising an IoT device containing such a 
derived certificate.

In AWS IoT, each IoT device can be represented by a 
certificate, policies and a ‘thing’. The thing can be 
managed in the AWS IoT device registry. A device 
certificate is required for device authentication during
the TLS handshake with AWS IoT. AWS IoT service 
mandates that any IoT device authenticate itself during 
the TLS handshake using a device-specific X.509 public 
key certificate.
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• Device provisioning service
• Device gateway

End of Section 2
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3 AWS JITR

AWS provides the IoT cloud infrastructure and facilitates 
the connection of devices to AWS IoT Core and other 
services. Common IoT applications collect and process 
measurements and sensor data from devices or broker 
connectivity between users to control or interact with the 
devices remotely.
 
Devices report their state by publishing messages, in 
JSON format, on MQTT topics.  When a message is 
published by a client or device on an MQTT topic, the 
message is sent to the AWS IoT MQTT message broker, 
which in turn dispatches such messages to all services or 
clients subscribed to that topic.

Communication between devices and the AWS IoT suite is 
protected through the use of X.509 certificates. As such, 
only authorised devices are able to connect to the IoT 
AWS Core and the interaction remains secure.  

Steps include:

1. A certificate is made available on the device, stored   
    securely and used for TLS connection establishment.

2. Registration of this certificate with AWS IoT Core, is 
    stored in the registry of AWS IoT.

3. A registered device presents the certificate when it 
    sends messages over MQTT protocol to the broker at 
    AWS IoT (pre-programmed/configured on the device or 
    the device may have a service discovery mechanism 
    in-built to find the broker IP address for instance).

4. Trigger an action, e.g. invoke a Lambda function on the 
    basis of a content message filter using rules.

JITR deals with the automation of step 2 above. Evidently, 
this step would otherwise require manual intervention and 
poses as a challenge to scaling when dealing with a large 
number of devices. The seamless on-boarding of devices 
as part of day-to-day operations is therefore a necessity 
for the success of IoT.

AWS JITR responds to this very need by automating the 
whole process of IoT device registration with the AWS 
IoT Core in near real time, when a device, containing a 
derived certificate, first tries to establish contact with it. 
The process is dependent upon an initial configuration – 
registration and activation of the CA Certificate which is 
used to generate the devices’ derived certificates. This 
is analogous to registering a passport office itself at an 
immigration office before it can validate the passports 
issued by the passport office.

Figure 1 AWS IoT device registration flow with JITR
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3.1 What’s in it for the user?

This automation feature translates to operational efficiency for enterprises and allows them to scale IoT deployment quickly. 
JITR simply reduces the time taken and minimises manual steps for devices to connect to AWS IoT cloud. This means that 
businesses can realise IoT benefits faster.

Imagine a scenario where we need to detect anomaly in cars using sensors connected to AWS IoT Core. Without JITR, each 
sensor in the car would need to be manually registered with AWS IoT Core. The process of registering each individual car has 
to be done manually and this is very time consuming. With JITR, these sensors can be registered automatically, enabling the 
cars to be ready for deployment and brought to the market faster. With JITR, enterprises can focus on building innovative 
solutions without worrying about tedious administrative tasks.

Figure 2 Connected Vehicles example (Source: AWS)
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3.2 Process

The entire process of JITR works on the concept of 
authorising and registering a new device on the fly.  For 
this reason, a common trusted source is required to be 
configured as a pre-requisite with AWS IoT as described in 
the previous section. 

This trusted source in the digital security ecosystem is a 
CA Certificate and the entire concept works very similar to 
a browser when it identifies a website as genuine on being 
presented with an SSL certificate issued by a CA, such 
as Verisign.

Steps
Create, register, and activate a CA Certificate that will be 
used to sign your device certificate. The CA Certificate can 
also be self-generated. The detailed steps are available at:
https://aws.amazon.com/blogs/IoT/just-in-time-registration
-of-device-certificates-on-aws-IoT/ 

CA Certificate – Private key onwnership proof
An important step is the use of a registration code 
specifically obtained from AWS IoT Core. This code is 
embedded in a verification certificate in order to verify the 
ownership of the private key. 

This is necessary as one can have access to a certificate but 
not necessarily the private key for the public key pair 
embedded in the certificate. AWS IoT Core makes this 
validation mandatory as it clearly establishes ownership of 
‘Certifying Authority’ in question. 

Using AWS IoT CLI, the CA Certificate is registered using 
the verification certificate. It is also required to be 
activated using the CLI.

1. Enable auto-registration of derived certificates.
2. This is executed using the respective AWS IoT CLI. It 
    allows for devices to be auto-registered which contain 
    the derived certificates generated using the registered 
    CA certificate.
3. Create device certificates signed by the CA and install 
    them on your device.
4. Create and attach a rule with an AWS Lambda action 
    to activate the certificate. Then create and attach 
    policies to the certificate.  
5. Connect to AWS IoT Core using the device certificate.

Figure 3 Validation process
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Figure 4 Just-in-time registration flow in AWS (Source: AWS documentation)
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When a new device connects to AWS IoT with the device 
certificate for the first time, AWS IoT service detects an 
unknown certificate signed by a registered CA and will 
auto-register the device certificate. The AWS IoT service is 
specially programmed to perform the following:
 
• Detect a TLS from an unregistered IoT device
• Validate device certificate to be a derived certificate 
   of the registered CA Certificate 
• Auto-register (when properly configured) 
• On successful registration, AWS IoT will publish a 
   registration message on a reserved MQTT topic and 
   disconnect the client. 

This MQTT registration event will trigger the attached 
AWS Lambda rules engine action, which will complete the 
provisioning of the certificate. After these steps, your 
device certificate will be ready to connect and 
authenticate with AWS IoT.

3.4 CA Certificate - Eliminating confusion
It is important to realise that for an enterprise, the CA 
Certificate which is registered with AWS IoT Core is used 
to create derived device certificates. Only devices with a 
derived certificate are able to access the AWS IoT service 
instance, with the CA Certificate registered. The CA 
Certificates therefore cannot be actual root CAs and must 
be enterprise exclusive for most practical use cases. The 
distribution of the derived certificates needs to be 
controlled through a secure process. This is to ensure that 
the derived certificates are not compromised in the time 
and movement (physical or digital) between their creation 
and when burnt on the device.

3.3 What happens when a new devices accesses 
AWS IoT Core

The diagram below depicts a flow from step 4 (in Section 
3.2) onwards. The details of AWS Lambda action and AWS 
rules are outside the scope of this document, but those 
are well described in AWS developer guide.

JITR Flow

Create rule and 
Lambda function

Set up task

Provisioning when device connects

Rule on MQTT
(Event - 

Trigger Lambda)
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• Attach policies
• Create and 
   attach thing
• Activate certificate
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(Status=

PENDING_ACTIVATE)

MQTT Connect

End of Section 3

Legend
       Device actions/code

       IoT Services actions/code

       Customer actions/code

Singtel Whitepaper  Enhancing the Plug and Play Experience for IoT Devices



10

4. How can telcos
value-add?

4.1 SIM-based authentication
4.2 Long term –

Integrated platform



11

4  How can telcos value-add?

While AWS JITR helps to automate the registration 
process of the derived certificates, the cellular connection 
of the IoT device to the IoT network or cloud would still 
require manual configuration. In this aspect, telcos can be 
involved. We identified two possible aspects that telcos 
can help to facilitate this process – maintenance and ease 
of onboarding.

The first aspect eliminates the need for engineers to be 
onsite to replace the derived certificate if the original 
derived certificate was compromised or expired. This 
helps to reduce the downtime that companies may 
experience when the current derived certificate is invalid. 
Telcos can remotely replace the invalid derived certificate 
with a newly issued derived certificate, bringing 
operational cost savings to both businesses and telcos.

Such was the motivations behind AT&T working with G+D 
Mobile Security to develop a solution that secures “device 
to cloud” connectivity using AWS certificates stored inside 
SIMs during production. This solution is designed to 
enable deployment of devices with minimal hardware or 
logistical changes. Device manufacturers will be able to 
use the credentials embedded on the SIM to authenticate 
to AWS IoT. They can also manage and update OTA the 
certificates1. Refer to appendix for more information. 

Telcos can also work towards ensuring a seamless process 
for the onboarding of the IoT devices to the IoT network. 
The current mode of operation for companies to set up 
the IoT device involves obtaining the derived certificate. 
The company then inserts the derived certificate into the 
IoT device. The IoT device then registers the derived 
certificate. Telcos have the potential to reduce the 
number of steps taken by the customer by automating the 
process of obtaining the digital certificate and placing it 
into the IoT device automatically.

For example, Telefonica announced in 2018 that it was 
developing a solution with IK4-IKERLAN, a cybersecurity 
IoT research team, to securely distribute certificates to 
connect devices to AWS IoT. Telefonica’s approach 
involves embedding a software in a smart modem that 

manages the certificate provisioning cycle in the IoT 
node. The solution then identifies the SIM card details 
using Smart M2M and sending OTA the corresponding 
X.509 certificate to the SIM card using standard 3GPP 
SIM RFM capabilities. This enables it to massively 
distribute certificates used by IoT nodes to connect to 
AWS without having to enter any credentials in the device 
beforehand2. Refer to appendix for more information. 

4.1 SIM-based authentication
Both possible involvements require telcos to fashion a 
method to insert a valid digital certificate into the SIM 
card. In light of this, the following architecture (Figure 5) 
is proposed. In this architecture, telcos will focus on 
enabling a seamless registration of derived certificates 
without requiring a customer to tinker with the device. In 
addition, it will also allow telcos to replace any invalid 
derived certificate with a valid digital certificate remotely. 
The steps are as follows (refer to page 13, diagram 5 for 
proposed architecture):

1. On the IoT device’s first run after the customer inserts 
    the SIM card, the device will run a pre-loaded 
    registration app logic and check if it has a valid  
    derived certificate. If it does, it will skip to step #9.

2. If it does not have a valid derived certificate, it will 
    connect to the operator domain to obtain one. The 
    SIM card is pre-loaded with a specific IP address and   
    the device can only connect to this IP address at 
    this state.

3. The server then matches the ICCID to the customer’s 
    respective AWS instance URL and its CA. The unique 
    ICCID tagged to every SIM card is used to identify 
    the device. 

4. The server will also contain a SIM and AWS Endpoint 
    database. It will check if a derived certificate is   
    available for the device. If no derived certificates are 
    available, the device will be registered into the 
    database. If there is a derived certificate available, it 
    will register the device and skip to step #7.

network, it will allow OEMs to save time and focus on 
what’s important. OEMs need not worry about 
incompatibility of their IoT devices. This means better 
products and better support for their products.

Challenges
Firstly, the IoT devices need to be able to communicate 
with both the telco's network as well as the AWS IoT 
network. In addition, the device must have the capability 
to allow a digital certificate to be added remotely. To 
achieve this, telcos need to work with OEMs to provide 
support for the required functionalities to be added into 
the devices.

Requiring the telcos to host as the root CA as well as the 
customer’s CA is a costly design. Telcos have to ensure 
that the customer’s CA is always available and ensure that 
the integrity of the CAs is not compromised. Telcos may 
not be willing to bear the responsibility of ensuring the 
security and the availability of the CA. Hence, these 
obstacles will need to be addressed for telcos to further 
value-add to the device onboarding process.

4.2 Long term – Integrated platform
An alternative avenue for telcos to value-add to the AWS 
IoT ecosystem is to provide an integrated management 
platform. Currently, enterprises will need to use two 
different platforms to access SIM connectivity data and 
data from IoT devices. Telcos can value-add by providing 
an integrated platform that allows businesses and 
enterprises to access these data with a single sign-on, on 
one platform.

5. The customer’s CA will be contacted by the server to 
    provide a self-signed derived certificate. In this step, 
    the AWS API CreateKeysAndCertificate() will be called.
    The derived certificate will be provisioned by the AWS
    IoT via JITR.

6. Subsequently, the derived certificate, private key, 
    and MQTT endpoint will be sent to the server.

7. The derived certificate and AWS endpoint will then 
    be saved in the database.

8. After obtaining the derived certificate and the private 
    key, the server will send OTA to the device. This 
    includes the details to connect to the AWS instance.

9. When the device receives the derived certificate, the 
    private key, and the MQTT endpoint, it will be stored 
    in the device. It will then proceed to connect to the 
    AWS IoT network. The device is now ready to be used.

Upon receiving the relevant information and the self-
signed derived certificate, the IoT device will point to the 
customer’s AWS instance. The successful execution of the 
JITR process completes the onboarding process of the 
IoT devices.

Advantages
This proposed architecture brings two main advantages. 
Telcos bring value to the onboarding processing by 
reducing the set up process to just a one-time initial set 
up. This reduces the time taken for customers to begin 
utilising IoT devices. In addition, telcos do not need to 
deploy as many technical support staff to the customer's 
office to configure the IoT devices, leading to even more 
cost savings. 

The second advantage offered by this proposed 
architecture is cost savings for OEMs. With a structured 
process for the onboarding of the devices into the IoT 

1 http://about.att.com/story/att_amazon_web_services_boost_internet_of_things.html
2 https://www.gsma.com/iot/wp-content/uploads/2018/03/05-IoT-Security-Carlos-Carazo-Telefonica.pdf
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4  How can telcos value-add?

While AWS JITR helps to automate the registration 
process of the derived certificates, the cellular connection 
of the IoT device to the IoT network or cloud would still 
require manual configuration. In this aspect, telcos can be 
involved. We identified two possible aspects that telcos 
can help to facilitate this process – maintenance and ease 
of onboarding.

The first aspect eliminates the need for engineers to be 
onsite to replace the derived certificate if the original 
derived certificate was compromised or expired. This 
helps to reduce the downtime that companies may 
experience when the current derived certificate is invalid. 
Telcos can remotely replace the invalid derived certificate 
with a newly issued derived certificate, bringing 
operational cost savings to both businesses and telcos.

Such was the motivations behind AT&T working with G+D 
Mobile Security to develop a solution that secures “device 
to cloud” connectivity using AWS certificates stored inside 
SIMs during production. This solution is designed to 
enable deployment of devices with minimal hardware or 
logistical changes. Device manufacturers will be able to 
use the credentials embedded on the SIM to authenticate 
to AWS IoT. They can also manage and update OTA the 
certificates1. Refer to appendix for more information. 

Telcos can also work towards ensuring a seamless process 
for the onboarding of the IoT devices to the IoT network. 
The current mode of operation for companies to set up 
the IoT device involves obtaining the derived certificate. 
The company then inserts the derived certificate into the 
IoT device. The IoT device then registers the derived 
certificate. Telcos have the potential to reduce the 
number of steps taken by the customer by automating the 
process of obtaining the digital certificate and placing it 
into the IoT device automatically.

For example, Telefonica announced in 2018 that it was 
developing a solution with IK4-IKERLAN, a cybersecurity 
IoT research team, to securely distribute certificates to 
connect devices to AWS IoT. Telefonica’s approach 
involves embedding a software in a smart modem that 

manages the certificate provisioning cycle in the IoT 
node. The solution then identifies the SIM card details 
using Smart M2M and sending OTA the corresponding 
X.509 certificate to the SIM card using standard 3GPP 
SIM RFM capabilities. This enables it to massively 
distribute certificates used by IoT nodes to connect to 
AWS without having to enter any credentials in the device 
beforehand2. Refer to appendix for more information. 

4.1 SIM-based authentication
Both possible involvements require telcos to fashion a 
method to insert a valid digital certificate into the SIM 
card. In light of this, the following architecture (Figure 5) 
is proposed. In this architecture, telcos will focus on 
enabling a seamless registration of derived certificates 
without requiring a customer to tinker with the device. In 
addition, it will also allow telcos to replace any invalid 
derived certificate with a valid digital certificate remotely. 
The steps are as follows (refer to page 13, diagram 5 for 
proposed architecture):

1. On the IoT device’s first run after the customer inserts 
    the SIM card, the device will run a pre-loaded 
    registration app logic and check if it has a valid  
    derived certificate. If it does, it will skip to step #9.

2. If it does not have a valid derived certificate, it will 
    connect to the operator domain to obtain one. The 
    SIM card is pre-loaded with a specific IP address and   
    the device can only connect to this IP address at 
    this state.

3. The server then matches the ICCID to the customer’s 
    respective AWS instance URL and its CA. The unique 
    ICCID tagged to every SIM card is used to identify 
    the device. 

4. The server will also contain a SIM and AWS Endpoint 
    database. It will check if a derived certificate is   
    available for the device. If no derived certificates are 
    available, the device will be registered into the 
    database. If there is a derived certificate available, it 
    will register the device and skip to step #7.

network, it will allow OEMs to save time and focus on 
what’s important. OEMs need not worry about 
incompatibility of their IoT devices. This means better 
products and better support for their products.

Challenges
Firstly, the IoT devices need to be able to communicate 
with both the telco's network as well as the AWS IoT 
network. In addition, the device must have the capability 
to allow a digital certificate to be added remotely. To 
achieve this, telcos need to work with OEMs to provide 
support for the required functionalities to be added into 
the devices.

Requiring the telcos to host as the root CA as well as the 
customer’s CA is a costly design. Telcos have to ensure 
that the customer’s CA is always available and ensure that 
the integrity of the CAs is not compromised. Telcos may 
not be willing to bear the responsibility of ensuring the 
security and the availability of the CA. Hence, these 
obstacles will need to be addressed for telcos to further 
value-add to the device onboarding process.

4.2 Long term – Integrated platform
An alternative avenue for telcos to value-add to the AWS 
IoT ecosystem is to provide an integrated management 
platform. Currently, enterprises will need to use two 
different platforms to access SIM connectivity data and 
data from IoT devices. Telcos can value-add by providing 
an integrated platform that allows businesses and 
enterprises to access these data with a single sign-on, on 
one platform.

5. The customer’s CA will be contacted by the server to 
    provide a self-signed derived certificate. In this step, 
    the AWS API CreateKeysAndCertificate() will be called.
    The derived certificate will be provisioned by the AWS
    IoT via JITR.

6. Subsequently, the derived certificate, private key, 
    and MQTT endpoint will be sent to the server.

7. The derived certificate and AWS endpoint will then 
    be saved in the database.

8. After obtaining the derived certificate and the private 
    key, the server will send OTA to the device. This 
    includes the details to connect to the AWS instance.

9. When the device receives the derived certificate, the 
    private key, and the MQTT endpoint, it will be stored 
    in the device. It will then proceed to connect to the 
    AWS IoT network. The device is now ready to be used.

Upon receiving the relevant information and the self-
signed derived certificate, the IoT device will point to the 
customer’s AWS instance. The successful execution of the 
JITR process completes the onboarding process of the 
IoT devices.

Advantages
This proposed architecture brings two main advantages. 
Telcos bring value to the onboarding processing by 
reducing the set up process to just a one-time initial set 
up. This reduces the time taken for customers to begin 
utilising IoT devices. In addition, telcos do not need to 
deploy as many technical support staff to the customer's 
office to configure the IoT devices, leading to even more 
cost savings. 

The second advantage offered by this proposed 
architecture is cost savings for OEMs. With a structured 
process for the onboarding of the devices into the IoT 

4.1 SIM-based authentication (continued)
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Figure 5 Proposed Architecture
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5  Benefits for enterprises 
adopting IoT

One of the main advantages this architecture offers is the 
greater convenience of using IoT devices. Customers no 
longer need to tinker with obscure settings to configure 
their IoT devices. With AWS JITR, their IoT devices are 
ready to be operated with a simple insertion of the SIM 
card. The ultimate aim of this system is to enable a 
plug-and-play scheme for IoT devices. With a simplified 
set up process for IoT devices, customers will experience 
greater convenience and satisfaction. We believe that by 
doing so, it will help to encourage the growth of the IoT 
ecosystem and promote adoption of IoT in the enterprise 
space.

A simplified onboarding device also translates to time 
savings for customers. Reducing the need for a technician 
to come onsite to set up the IoT device also means that 
the customer can quickly set up an IoT device and operate 
it for their business needs. In other words, customers have 
a shorter downtime for each IoT device to be added into 
the IoT network.

At the same time, customers will also get to enjoy 
stronger security when using the IoT devices from this 
system. As IoT devices become more interconnected with 
each other, security risks are also high. Customers are 
increasingly concerned as there has been a rise in IoT 
devices such as baby monitors and smart fridges being 
hacked. If these devices are compromised, they could 
reveal valuable private information about the customer 
that can be used against them. Hence, there is an urgent 
need for IoT devices to be secured against such intrusion. 

AWS JITR ensures that IoT devices are authenticated 
before they can interact in the IoT network. If a device 
were to be compromised, the digital certificate would be 
revoked. This act denies the compromised device from 
accessing the IoT network, protecting the customer. If the 
device is deemed safe, the telco can provision a 
new digital certificate OTA to grant the IoT device access 
to the IoT network. As a result, customers can utilise the 
IoT devices with the peace of mind that the information 

exchanged between the IoT devices are secure and 
encrypted. Since security concerns is one of the key 
factors impacting mass IoT adoption, it is of utmost 
importance that IoT devices are secure. 
 

End of Section 5
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References

https://pages.awscloud.com/rs/112-TZM-766/images/GEN_IoT-industrial-ebook-the-internet-of-things-with-aws_May-2018.pdf
https://docs.aws.amazon.com/IoT/latest/developerguide/IoT-dg.pdf
https://aws.amazon.com/blogs/mobile/use-your-own-certificate-with-aws-IoT/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/iot/building-connected-vehicle-solutions-on-the-aws-cloud/ 
https://www.survivingwithandroid.com/2016/10/mqtt-protocol-tutorial.html 
https://sites.google.com/site/ddmwsst/digital-certificates

Further Reading

• AWS Just-in-Time provisioning: https://aws.amazon.com/blogs/iot/setting-up-just-in-time-provisioning-with-aws-iot-core/ 
• GSMA case study on AT&T/G+D solution and Telefonica/AWS solution: https://www.gsma.com/iot/case-study-sim-secure-iot-services
• IoT Security best practices from GSMA: https://www.gsma.com/iot/wp-content/uploads/2018/03/05-IoT-Security-Carlos-Carazo-Telefonica.pdf
• GSMA IoT security guidelines and assessment: https://www.gsma.com/iot/iot-security/iot-security-guidelines/

About Singtel

Singtel is Asia's leading communications technology group, 
providing a portfolio of services from next-generation 
communication, technology services to infotainment to both 
consumers and businesses. For consumers, Singtel delivers a 
complete and integrated suite of services, including mobile, 
broadband and TV. For businesses, Singtel offers a 
complementary array of workforce mobility solutions, data 
hosting, cloud, network infrastructure, analytics and 
cyber-security capabilities. The Group has presence in Asia, 
Australia and Africa and reaches over 700 million mobile 
customers in 21 countries. Its infrastructure and technology 
services for businesses span 21 countries, with more than 428 
direct points of presence in 362 cities.

Singtel IoT
Singtel offers IoT capabilities and solutions required to 
support the massive adoption of IoT use cases and 
successful deployments through next-generation 
best-in-class programmable network, horizontal enablers 
with cutting-edge artificial intelligence and an interoperable 
application enablement platform as well as solutions for key 
verticals. Built with security by design, Singtel IoT enables 
smart cities and businesses to rapidly harness the full 
potential of IoT by introducing new IoT-based business 
models with all the necessary software tools and services 
required to liberate intelligent applications.

Things Connect Collect Learn Secure Do

IoT Devices IoT Connect IoT Data IoT Intelligence IoT Security Application
Enablement

Figure 6 Singtel IoT Framework

Terms

AWS
CA
IoT

JITR
MQTT
OTA

PKI

Telcos
TLS
X.509

What is stands for

Amazon Web Services

Certifying Authority

Internet of Things

Just-in-Time-Registration

Message Queuing Telemetry Transport

Over-the-Air

Public Key Infrastructure

Telecommunications companies

Transport Layer Security

-

What it means

Cloud services by Amazon

Digital certificate issuing authority

The interconnection of computing devices embedded in everyday objects, 
enabling them to send and receive data via the Internet.

An alternative to using certificates generated by AWS IoT

Lightweight publisher-subscriber messaging protocol

A standard for the transmission and reception of application-related information 
in a wireless communications system.

A set of roles, policies, and procedures needed to create, manage, distribute, 
use, store, and revoke digital certificates and manage public key encryption.

An organisation that provides voice or data transmission services

Secure protocol that runs over TCP/IP

A standard for public key based certificates containing a signature by the issuer

Glossary
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For more information g-iotmktg@singtel.com Contact your Account Managerwww.singtel.com/iot




